Forensic Analysis:
Amazon S3 Service
Disruption (US-EAST-1)

An examination of redundancy,
recoverability, and latent conditions in

critical infrastructure.
CASE_ID: 2817-S3-USE1 | DATE: FEBRUARY 28, 2817

When a system is designed with redundancy,
what determines whether it can actually recover
from failure? This analysis explores the
mechanics of the 2017 Amazon S3 disruption
through the lens of Reliability Centred
Maintenance (RCM) principles.




The lllusion of Stability

The Northern Virginia (US-EAST-1) region
hosts a massive concentration of cloud
infrastructure. Under normal conditions, the
Amazon Simple Storage Service (S3) operates
with high availability. However, reliability
theory posits that a system’s ability to maintain
operation is distinct from its ability to recover
operation.

The disruption began not during a storm
or cyberattack, but during a standard
operational procedure—debugging an
issue with the S3 billing system which
was progressing slower than expected.
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RCM CLASSIFICATION: ASSET CAUSING PERFORMANCE PAIN (BAD ACTOR)
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The Risks of Interference (Pattern F)

Traditional maintenance assumes components wear out over

, The implications of Pattern F
time (Pattern B). However, research shows that 68% of ;

are that whenever there Is

failures follow "Pattern F'—infant mortality where the interference—including
probability of failure is highest immediately after the preventive maintenance—
equipment is new or has been interfered with. there is risk.

The S3 event was triggered

b Pattern F triggered by an authorized
4 ; team member using
an established playbook to
remove a small number of
servers. This was a direct

interference event.
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Intended System Function: Index and Placement

The S3 architecture relies on two critical subsystems affected by the maintenance command:

e The Index Subsystem: Manages metadata and location information for all S3 objects. Required for
all GET, LIST, PUT, and DELETE requests.

e The Placement Subsystem: Manages allocation of new storage. Requires the Index Subsystem to
function. Essential for PUT requests.
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Without these, raw storage 1s i1naccessible.
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The Trigger Event: 9:37 AM PST

An authorized S3 team member executed a command intended to remove a small
number of servers for the billing subsystem.

>

run_playbook --remove_servers --target billing_group_alpha --count 100

e The Active Failure: One of the inputs to the command was entered incorrectly
(a “slip” or “lapse” in RCM terminology).

e The Result: A larger set of servers was removed than intended. This included
servers supporting the Index and Placement subsystems.

Forensic analysis looks at the system that accepted the command, not just the human who typed it.
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Latent Conditions and Safety Barriers

The tool used for server removal
functioned exactly as programmed,
but not as intended for safety.

CAN (System Capacity) Human Factor /
Input Error

WANT (User Demand)

Capacity / Demand

Analysis Block

Latent Condition: The tool allowed too much capacity to be removed too quickly.

Missing Barrier: There were no safeguards to prevent capacity from being removed when
it would take a subsystem below its minimum required capacity level.
JetBrains Mono Labels Gen, G.eorgia Pro Slate Grey

“Ideally, a robust system would be designed so that a simple typo
typo can’t cause a $150 million outage.” (ThinkReliability)
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The Restart Challenge

Removing significant capacity forced a full restart
of the Index and Placement subsystems.

Operational Context: A complete restart of these subsystems in
the US-EAST-1 region had not been performed for many years.

Growth Factor: S3 had grown massively since the last restart.

Validating metadata integrity took time proportional to the
massive size of the data.

PRE-FLIGHT CHECKS

vl — Verifying Metadata Integrity... (IN PROGRESS)
v| — Scanning Index... (PENDING)

v] — Validating Placement... (PENDING)
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Entropy and Recovery Energy

RCM theory references the Second Law of

Thermodynamics (“Time’s Arrow”): Systems Deterioration
naturally progress toward disorder. o Erasinh
: e Wear
CAN (System Capacity)
Key Concept . Fatigue
Maintenance is the input of energy to restore e Corrosion
order. e Dirt Ingress

e Lack of
Lubrication
» Disassembly

The Recovery Gap: Restoring order (validating
metadata integrity) after a chaotic shutdown
requires significantly more energy and time than
maintaining order during normal operation.

Capacity / Demand

WANT (User Demand)

W

The recovery was slowed by the physics of data entropy.
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The Sequence of Restoration

The Index subsystem had to recover before the Placement subsystem could
begin its recovery. Dependencies dictate the speed of restoration.

1:54 PM PST

9:37 AM PST 12:26 PM, PSI 1:18 PM PST

Command Executed. Index Subsystem: Index Subsystem:

Outage Begins. Partial Capacity. Fully Recovered.
(GET/LIST/DELETE

available)

Placement Subsystem
Recovered. Normal
Operation.
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Cascading Operational Impact

The failure of S3 (a primary dependency) caused immediate failures in
dependent systems.

EBS

Volume access
failed

EC2

New instances
failed

AWS Lambda

Function execution
failed

Even after S3 recovered, these dependent services required additional
time to process the backlog of work accumulated during the outage.
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Recursive Dependency:
The Service Health
DaSh boa rd SERVICE HEALTH DASHBOARD (SHD)  INDICATOR

(000
From the start of the event m__.
until 11:37 AM PST, AWS S o :
was unable to update o
the Service Health L ®
Dashboard (SHD). Qg cut wire:
ﬁ{‘ FAILURE OF THE
FAILURE DETECTOR
PRIMARY SYSTEM: DEPENDENT SYSTEM:
AMAZON S3 =>| SHD ADMINISTRATION
(US-EAST-1) CONSOLE

1

CIRCULAR DEPENDENCY

CAUSE:

The SHD administration
console itself had a
dependency on Amazon
S3 in the US-EAST-1
region.

RCM CLASSIFICATION:

Hidden Failure.

The inability of the
dashboard to update

was not evident until the
primary system (S3) failed
and the dashboard was
needed.
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The Economic Consequence

The disruption affected thousands of third-party websites and apps, highlighting
the centralization of risk in cloud infrastructure. In RCM terms, this moves the

consequence category from “Operational” to severe “Financial”.

4.5 HOURS /$150 000, 000

Service Unavallability Estimated Economic Impact
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The ‘Can’ vs. ‘Want’ Gap

An asset fails when what users want it to do exceeds what it can do.

Analysis {3}@

During recovery, even as S3

CAN capacity came back online, the
System Capacity

i

backlog of pending requests and
retries from connected services
(EC2, Lambda) created a

WANT massive delta. e£
User Demand O,

The system was technically
recovering, but functionally
unavailable.
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Remediation: Designing Out the Error

AWS response focused on .
changing the tool, not just
training the human.

1. Tool Modification: Capacity
removal is now rate-limited
(slower).

2. Hard Logic: Added safeguards
preventing removal if it takes a
subsystem below minimum
required capacity.

20.0%
are due to

Human Error

20.0%
are

"designed DESIGN
in" YOUR WAY

w ouT

RCM Principle: Human error is inevitable. Reliability is achieved by

designing systems that tolerate errors without

catastrophic collapse.
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Structural Resilience: Cellular Architecture

To improve recoverability, the strategy shifts from monolithic scaling to partitioning.

Monolithic Cellular
/ _
AL
0a0a0a 00000
Bo0S0S0cta02008
Ma9a9.0 o
SYSTEM_TYPE: MONOLITHIC_BLOCK A ;Eéli{éﬁ%ﬁigzigﬂlj ACT SYSTEM_TYPE: CELLULAR_PARTITIONS A Eﬁ#ﬁ;éﬁ?gfa LL_AO7
{0} Blast Radius Reduction: If a failure occurs, it is contained within a single cell. E
@2 Recoverability: Smaller cells are faster to restart and validate than massive, region-wide subsystems. ::@
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The Resnikoff
Conundrum

A paradox in reliability engineering: We need
to have failures order to have failure data.
But critical failures are not tolerable.

Application:

Because the S3 Index subsystem hadn’t been fully [SUBSYSTEM_STATUS] S3_INDEX_CLUSTER |
restarted in years, the “data” on how long a restart RESTART_TIMESTAMP: NULL (FOR > 5 YEARS) |

would take was based on outdated assumptions. ESTIMATE: INVALID_DATA

Bottom Line: In high-reliability organizations, the absence of failure can mask e—
the accumulation of risk and the decay of recoverability. =@



Redundancy # Recoverability
REDUNDANCY RECOVERABILITY

Protection against hardware failure. The ability to restore service logic
Multiplicity of nodes. » after systemic failure.

SYSTEMIC
FAILURE

r :
[STATUS: HARDWARE _RESTLIEMNCE]
DATA ODRABELLITY: 929.9939999909%

FAELOVER_READY : TRUE
TYPE: RULTIPLICITY
= =

rTETATUE: SYSTEN_RESTORATLOM] |
RECOVERY _HARGIH: CRITICAL_LON
RESTART_TIRE: » 4 HOURS

j: ESTIHATE: UNTESTED_SCEMARIO |

The S3 architecture had massive redundancy (multiple servers, data durability). However, it lacked
“Recoverability Margin”. Adding more servers does not help if the mechanism to manage those servers

requires a time-intensive cold start.
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Closing Reflection

The S3 event revealed that the tool used

. to communicate status (Service Health
Dashboard) depended on the service it

was monitoring.

Which of our backup systems truly function
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